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eV Intro

AARHUS UNIVERSITET
 Humio = Lots of manual machinery!

* When you find it taxing — remember...

« This is nothing compared to an ELK stack &

— | spend vast number of hours on ELK and it was tedious and
required a lot of CPU power ®
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Setup

We go for their Community Edition
Cloud Service...



/v Just Click...

AARHUS UNIVERSITET

Register now >

"’-.-@ Register today: Maximize the Value of your Falcon Data

@ h‘u .IP Product ~ Company ~ Casa Studies Why Unlimitad? Cloud legin ~

Company

Explore The Nest, by Humio o access insightful contsMgnd connect with ;  Enterprise Login

. =
Log everything, answer
anything in real time

Modern log management with streaming observability and
affordable Unlimited Plans

Hurnilo Community Edition

Request a demo
—
—
Humio
Community
NENCLAV “¥reeagent : \\S,

a "‘Q)‘ there . Want o see {/_
something <oo7 [09)
¢ -/
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/v You will need to register...

AARHUS UNIVERSITET
 And some time (1-2 days — or just a few hours) later, you
get aCCGSS. . i 09-11-2021 17:10

H Humio <noreply@humio.com>
Your account for Humio Community is ready
To  Henrik Bzerbak Christensen
Hello Henrik Baerbak Christensen,

Your Humio Community account has been activated. You're all set and ready to go.

To log in, go to
https://cloud.community.humio.com

Your license
» 16 GB/day data ingest
» 7-day retention
« 5 lUsers
« 1 Repository

CS@AU Henrik Baerbak Christensen 5



/v Next Steps — In Overview
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* You need to
— Define a repository
 to hold your logging data

— Define an ingest token

« That identifies where your log stream’s sink is
— That is — the repository

— Define a parser
* So Humio can understand the format of your log messages

— Make your container(s) ship logs to your repository



/v Define Repo
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« Add repo

Repositories and Views All Dashboards

Find repository or view... Q, + Add new

* Hit 'Repository’ and define one with a unique name -

is limited to 1

Repositories and Views All Dashboards

" " " P A contair
‘ Find repository or view... Q + Ac contoling

:@} dk-au-cs-hbc-msdo-sandbox

Sandbox repo for course MSDO by hbe at cs.au.dk

im0 E=E0B
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eV Define Token
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« Hit your defined repo to find the dashboard page

Search Dashboards Alerts Parsers

® Auto (Event list) v Queries * EE Language syntax [ Event list widget 4

1

Hits: 0 EPS:0 Work: 0 Status: Done

You don't have any data yet, consider the following options:

Configure log shipping and handle parsing. Show me an online demo instead.

CS@AU Henrik Baerbak Christensen 8



eV Do the Tutorial
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* Advice to browse over the tutorial

— One of the super great assets of Humio — is the built-in learning

experience ! ) ) )
consider the following options:

Show me an online demo instead.

If you do not have logs readily available to put into Humio, you can
try our In-App Interactive Tutorial. The tutorial will generate data
for you and that way you don't have to set up log shipping and
parsing.

You can always come back to the tutorial by going to Help >

Interactive Tutorial in the menu bar.

[> Start the tutorial

CS@AU Henrik Baerbak Christensen 9



/v ... and now define Ingest Token
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dk-au-cs-hbe-msdo-sandbox Search PELLIGEIGE Alerts Parsers Files

General Basic information

Basic information

Repository description
Access control

Permissions Sandbox repo for course MSDO by hbc at cs.au.dk
Ingest
Ingest tokens Update description

CS@AU

Data sources

Automatic search
Egress

Start search automatically on loading the search page.

Henrik Baerbak Christensen

Settings
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Tokens

Mame

default

msdo

CS@AU

... ingest token

Ingest tokens

Ingest Tokens are used for authorization when sending data to Humio. Ingest token have limited API access and

cannot e.g

Ingest

Tokens

Name

default

. be used to read repository settings or execute queries.
tokens

Assigned parser

[ None ]

Assigned parser

[ None ]

[ None ]

Use ‘eye’ to get the token

Henrik Baerbak Christensen

+ Add token
Token
@
+ Add token
Token
o L]
LG .
L]
o .
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/v Logging to Humio
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* Now, the next (big) challenge is
— Telling Docker to forward logs to Humio

— Make Humio understand the weird ‘Henrik Baerbak’ logging
format

— Understand what we can do with Humio...



/v Docker Forwarding

AARHUS UNIVERSITET
* Fortunately, Humio support in Docker is already built-in

« Just use the ‘splunk’ logging driver of Docker
— Tell Docker to use splunk, not the default logging driver

— Tell Docker which machine to ship the logs to
— Tell Docker the proper credentials (INGEST_TOKEN)



/v Ingest Token
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« The token must be provided for any docker run. One way:
— export INGEST_TOKEN=(paste token here)

« Now, start your daemon with the proper settings
— Set driver

— Seten dpoint URL export HUMIO_URL=https://cloud.community.humio.com]j

« Humio’s endpoint export INGEST_TOKEN=f2c2c
— Set ingeSt token docker run -d -p 7777:7777 --name daemon \
— Setformat to raw’ 1:’,1:1%::1?:}'1”::';1:Hunm URL \

e Makes parsing easier... --log-opt splunk-token=$INGEST TOKEN \
--log-opt splunk-format=raw \
henrikbaerbak/private:cave-jar

CS@AU Henrik Baerbak Christensen 14
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Let’'s see some action
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e ... these steps

Build an image
docker build -f Dockerfile-multistage

| d

-t henrikbaerbak/private:cave-humio .

Set the Humio environment

export HHHIU HEL httVQ'fffluud lemUﬂltv humio

a3 7T Th -

docker run -d -p 7777: --name daemon
--log-driver=splunk
--log-opt splunk-url=$HUMIO URL |
--log-opt splunk-token=$INGEST TOKEN
--log-opt splunk-format=raw
henrikbaerbak/private: cave-humio

CS@AU Henrik Baerbak Christensen

i —

d...
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Testing

* You should see some log messages coming in...

— ... if you set the search for 5 minutes / live
|

dbcx Search Dashboards Alerts Parsers Files Setfings ' Help ~ .v

Automatic (Event List) v Queries ~ | @lLanguage Syntax [l Events Widget © Lastsmive) || @ |

‘ ! Since Until Live Query / ‘
5m Now
Fields ® Hits:0  Status: Running ) Save as...
Fields in the currently visible 0 rows = ® 13:35:30 1336:00 13260 ~ Presets
Filter Fields Fixed Time Range i indow

1 Window
Sm Window I

 And hit the ‘run’ button

CS@AU Henrik Baerbak Christensen 17
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Search

@ Auto (Event list)

Fields in the currently visible 80 rows

Filter Fields

Columns
7 @rawstring

7 @timestamp

Fields in result

v #repo
W #type
7 @host
i @id

77 @ingesttimesta..

i @timestamp.nan.

CS@AU

ge
58
#
1
1
1
ae

7

1

186%
186%

%
166%
180%
186%
186%
186%
186%

v Queries ~ Language syntax Event list widget € LastBmilive) » @ Stop
Hits: 80 Static work: 0 Live work: 3 (3/m) Status: Running = = ) (=N Save as...
— © 14:20 14:30 14:31 14:32 14:33 14:34 14:35 14:38 14:37 14:32 14:38 14:40 14:41 14:42 14:43

E i
I
|
!
I
I

A

@timestamp~

2821-11-22 14
2821-11-22 14;
2621-11-22 14:3

chod=createServiceConnector, type=cloud.cave.service.CaveStorage, connectorImplementation=cloud.cave.doubles.FakeCaveStorage, ser
chod=createServiceConnector, type=cloud.cave.service.guote.QuoteService, connectorImplementation=cloud.cave.soclution.5tubQuoteSer
‘hod=createserviceConnector, type=cloud.cave.service.SubscriptionService, connectorImplementation=cloud.cave.doubles.TestStubSubs

457
468
L4685

2821 469 thod=createCaveServant, implementationClass=CaveServant
2821-11-22 LABG chod=createserviceConnector, type=cloud.cave.server.PlayerNameservice, connectorImplementation=cleoud.cave.server.InMemoryNamesery
2921-11-22 14:38:01.501 wler method=setPortAndInvoker, port=7777, useTlLS=false

2821-11-
2021-11-22
2021-11-22
2821-11-22
2021-11-22
2821-11-22
2021-11-22
2021-11-22
2021-11-22

.5@2
.5@2
.582
.588
.562
685
. 6@5
. 687
.658

starting. Use Ctrl-c to terminate!
chod=createServerRequestHandler, implementationClass=cloud.cave.invoker.CavelUriTunnelServerRequestHandler, serverAddress=[localho
wdler method=start, port=7777, tls=false, keystore='undefined
lzed @446ms to org.eclipse.jetty.util.log.51fdjLog
>» Listening on 8.8.8.8:7777
== Spark has ignited
31.v28288723; built: 2828-87-23T17:57:36.812Z; git: 458ba27347el3ehbbaabBcdlce7eB5ad446lcaccld; jvm 11.8.12+47

1Scavenger set, using defaults

Henrik Baerbak Christensen 18



/v But — No Parsing
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 Humio understands most common logging formats
— Accesslog, syslog, json, key-value

 However, our Log4J property file defines its own
— Why? Well...

log4j .appender.DockerConsole. layout=0org.apache.log4j.PatternLayout

log4j .appender.DockerConsole. layout.ConversionPattern=%d{yyyy-MM-dd'T'HH:mm:55.555XXX} [%p] %c ::

 What is the problem?
— We cannot make queries as each log is just a raw string ®

CS@AU Henrik Baerbak Christensen 19



eV A Parser
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* You will need to define a new parser

]
Search Dashboards Alerts Parsers “iles

+ New Parser

Parsers  Find parser...

Parser statistics are based on the past 118 events.

CS@AU Henrik Baerbak Christensen 20



bl A Parser
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 And as my format is (mostly) a key-value based
enter:

dk-au-cs-hb 5 . C ] Alerts Parsers Files

Parsers | SkyCave-Parser

Code Settings

Parser Script @ Clone
[ Flnd the flle 1 // Parser for Logging format of SkyCave / MSDO by Henrik Barbak
2
th 3 /f That is "timestamp [loglevel] class :: (key-wvalue list)
on the ‘

/f Extract timestamp, loglevel, and class
F(2<ts»\S+) \[(?<loglevel>[*\]]+)\] (?<class>\5+)/ ::

(2]

weekplan !

// Convert the timestamp to unix time (as required by Humio's @timestamp field)
@timestamp := parseTimestamp({"yyyy-MM-dd T 'HH:mm:ss[.5S5]XXX", field=ts)

W0~

11 // We no longer need the ts field. (Don't include it in the event's fields)
12 drop([ts])

14 // Extract any key value pairs (e.g. fruit=banana) and create new fields.
15 kvParse()

CS@AU Henrik Baerbak Christensen

one,

Settings

Export as template m

21
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eV And associate it...

AARHUS UNIVERSITET
« With your token

Ingest tokens

Ingest Tokens are used for authorization when sending data to Humio. Ingest token have limited APl access and
cannot e.q. be used to read repository settings or execute queries.

EE Ingest tokens

Tokens + Add token
Name Assigned parser Token
default [ None ] @ :
msdo SkyCave-Parser @ :

CS@AU Henrik Baerbak Christensen 22



Y Unfortunately!
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 The most interesting log message is about the daemon
accepting and replying to the ‘cmd’ requests
— The log message stems from the FRDS.Broker library, which
unfortunately has the interesting stuff encoded in a json object ®

« | have not been able to create a parser that can handle
that format (would love If someone cracked that nut!)

— Even if Humio states | can: “kvParse() | parseJson(field=reply)”
| just get ‘reply=payload’ ???

CS@AU Henrik Baerbak Christensen 23



/v So, to monitor commands...
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« We have to augment the Cavelnvoker’s and
Playerinvoker’s handleRequest()
— Find updated code on the weekplan.

logger.info("method=handleReguest, context=reguest, playerId={}, operationName={}", playerId, operationName);

logger.info("method=handleReguest, context=reply, status={}", reply.getStatusCode());

CS@AU Henrik Baerbak Christensen 24
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Search

In Action

@ Auto (Event list)

Fields in the currently visible 200 rows

Filter Fields

Columns

@rawstring

@timestamp

Fields in result

#repo

#type

@host

@id
@ingesttimestamp
@timestamp.nanos
@timezone

class

context

idz2

implementationCl...

loglevel
method
operationName
playerId
reply

mamiact

CS@AU

200
a7

1

260

10:54

Language syntax

10:55

@timestamp~

2821-12-81

2821-12-01
2821-12-81

2821-12-81

2821-12-01

2821-12-81

2821-12-01

2 -12-@1
2821-12-01

2621-12-81
2821-12-01

2821-12-81
2821-12-01

21-12-81
21-12-@81

nn
®

2821-12-01

2821-12-81

11:84:14.663

W

11:84:14.663

11:84:17.663

11:84:17.663

11:84:17.664

11:84:17.664

11:85:48.672

11:85:48.672
11:85:48.672

11:85:48.672

11:86:01.671

11:86:81.671
11:86:@1.671

11:86:01.671

11:86:83.678

Event list widget

Hits: 227 Static work: 1
10:58 10:57 10:58
@rawstring v

Live work: 0 (O/m)

< Last15m (Live)

Status: Running

10:59 11:00 11:01 11:02 11:03 11:04 11:05

room 1s made by MathildeW™™,"statusCode™ 200, "versionIdentity™:5}, responseTime_ms=@

fcdc3446e968 2021-12-81710:84:14.6632

[INFO] frds.broker.ipc.http.UriTunnelServerRegquestHandler

method=handleRequest, context=

£ OK\"","statusCode": 268, "versionTdentity”:5}, responseTime_ms=8

fcdc344620968 2021-12-81T10:84:14.6637
fcdc34462968 2821-12-81T1@:84:14.6637
pdate-room

fc4c3446e968 2021-12-81710:84:14.6632
-update-room", "payload”:"[\"This is a
fcdc34462968 2021-12-81T10:84:17.6637
et-long-room-description
fcdc3446e968 2821-12-81718:84:17.6637
-get-long-room-description”, "payload"”
fcdc34462968 2021-12-81T10:84:17 6647

is @ great room by Mathildei",\"

Creator:

[INFO] cloud.cave.invoker.PlayerInvoker ::
[INFO] cloud.cave.invoker.PlayerInvoker

method=handleRequest, context=reply, status=280
method=handleRequest, context=request, playerId=

[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler method=POST, context=request,
great room by Mathilde\"]","objectId":"user-@83##token#2", "versionIdentity":5}
[INFO] cloud.cave.invoker.PlayerInvoker :: method=handleRequest, context=request, playerId=

[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler
1"[]","objectId": "user-8@3#%tokens2", "versionIdentity™:5}
[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler ::
Mathilde, 1 minutes ago.\",\"There are exits in directions:\",\"

method=POST, context=reguest,

method=handleRequest, context=
WEST \",\"You see ot

e\"]", "statusCode": 288, "versionldentity":5}, responseTime_ms=1

fc4c3446e968 2021-12-81710:84:17.6642
fcdc34462968 2021-12-81T10:85:48.6722

[INFCO] cloud.cave.invoker.PlayerInvoker :: method=handleRequest, context=reply, status=288@
[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler method=handleRequest, context=

atusCode™:208,"versionIdentity”:5}, responseTime_ms=@

fcdc3446e968 2821-12-81T1@:85:48.6727
fcdc34462968 2021-12-81T10:85:48.6722
et-message-list

fc4c3446e968 2021-12-81710:85:48.6722
-get-message-1ist", "payload
fcdc34462968 2021-12-81T10:86:01.6712
statusCode"”:2@@, "versionIdentity":5},
fcdc3446e968 2821-12-81718:86:081.6717
fc4c3446e968 2021-12-81710:06:01.6712
dd-message

fcdc34462968 2021-12-81T10:86:01.6712

-add-message”, “payload”
fcdc3446e968 2821-12-81T18:86:83.6767

Henrik Baerbak Christensen

"[8]", "objectId": "user-@83##tokens2"

"[\"Why are nobody posting anything on my wall?\"]","scbjectId

[INFO] cloud.cave.invoker.PlayerInvoker
[INFO] cloud.cave.invoker.PlayerInvoker ::

method=handleRequest, context=reply, status=288
method=handleRequest, context=regquest, playerId=

[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler
"versionTdentity”:5}

method=POST, context=request,

[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler
responseTime_ms=8

[INFO] cloud.cave.invoker.PlayerInvoker
[INFC] cloud.cave.invoker.PlayerInvoker ::

method=handleRequest, context=

method=handleRequest, context=reply, status=288
method=handleRequest, context=request, playerld=

[INFO] frds.broker.ipc.http.UriTunnelServerRequestHandler method=POST, context=request,
user-@@3##token#2"”, "versionTdentity™:5}
method=handleReauest.

TINFOT cloud.cave.invoker.PlaverInvoker context=reguest. plaverId=

11:06

>

E3

11:08

Save as...

= = =

11:07

reply, reply={"payload"”:"\"UPDAT

user-883, operationName=player-u
request={"operationName": "player
user-@83, operationName=player-g

request={"operationName”: "player

reply, reply={"payload":"[\"This
her players:\",\" [@] Mathild

reply, reply={"payload":"[]","st

user-@83, operationName=player-g

request={"operationName": "player

reply, reply={"payload":"null","

user-@e3, operationName=player-a
request={"operationName":"player

user-@83. ocoerationName=plaver-g

Meta: gradle cmd —Pcpf=malkia.cpf
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Fields in the currently visible 200 rows = 10:58
Filter Fields
Reset Columns I
@tir )
Columns % 2021-12-81 11:
7 @timestamp 97 1eex 2021-12-01 11
7 operationhame 1@
# playerld 5 2021-12-01 11
2821-12-01 11
77 responseTime_ms 7
¢ status 2 2621-12-81 11
2821-12-01 11
Fields in result # %
i #repo 1 1eei 2821-12-91 11
T #type 1 186%
s 2621-12-81 11
i (@host 1 188%
“ @id 200 100% 2821-12-91 11:
- - . 2821-12-@1 11:
i @ingesttimestamp 28 1ee%
i @rawstring 20668 1eex 2621-12-91 11:
7 @timestamp.nanos 1 188% 2021-12-01 1L
i @timezone 1 1ee% 2821-12-81 11:
i class 4 1eek
i context 2 goX e
v id2 1 188% 2821-12-81 11
77 implementationCl.. 1 % 2021-12-01 11
i loglevel 1 2021-12-01 11
i method 3
& reply s 2021-12-01 11

84

184

184

H:H

184

10:67

14.

114,
114,

17

17

117
t48.

248,
48,

248,

181
18l

181

654
672

672
672

672

Hits: 218

10:58

playerld ~

user-8e3

user-8e3

user-8e3

user-@e3

user-ee3

Selecting Columns

Static work: 1

10:50 11:00

operationName ~

player-update-room

player-get-leng-room-description

player-get-message-list

player-add-message

player-get-message-1list

Henrik Baerbak Christensen

11:03

stat..

108

@8

@8

@8

11:04 11:06

responseTime_ms~

26
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Quer

* You can use a query language
— Do the tutorial ©

1 player‘Id=user'—BB:Il

Fields in the currently visible 26 rows = < 10

Filter Fields

Reset Columns

Columns - # ]
7 @timestamp 26 168X
77  operationName 7 leex
i playerId 1 1eex
77 responseTime_ms e

it status ]

Fields in result # ]
i #repo 1 1eei
it #type 1 1688%

CS@AU

10:57

@timestamp~

2821-12-81

2821-12-81

2821-12-81

2821-12-81

2821-12-81

2821-12-81

2821-12-81

16:

16:

16:

16:

11:

11:

11:

58:

58:

58:2

58:

83

8e:3

e

10:58

.148

.141

.142

.821

.82@

.819

Hits: 28 Static work: 0 Live work: O (0fm) Status: Running
10:59 11:00 . 11:01 11:02 11:03 11:04 11:05 11:08
1
1
1
1
1
playerld ~ operglionName stat... « responseTime_ms
user-881 playef-get-short-room-description
user-8e81 playef-get-message-list
user-8e81 playef-add-message
user-8e81 playef-add-message
user-98e1 playef-get-long-room-description
user-98e1 playef-get-long-room-description
user-98e1 playef-get-long-room-description

Henrik Baerbak Christensen
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Automat\cEGauge? v | [ Queriesvl

Semi SQL like ©

Language Syntax @l Gauge Widget

1 operationName=cave-login
2| count()|

Results ‘ Events
Style Hits: 53 | Speed:0.11GB/s | EPS:82.9k | Completion: 100% | Status:Done
BE'C\D 16:00 18:00 20:00 200 0 200Mar 0200

Henrik Baerbak Christensen
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eV Dashboards
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* Perform a search

(® Auto (Time Chart) W

‘ 1 timechar"t{PespnnseTime_msl}

 Hit‘Save as...’
— And add to a dashboard

| J4m

Save as...

Saved Query

Dashboard Widget

CS@AU Henrik Baerbak Christensen
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/v Dashboard Example

AARHUS UNIVERSITET

« Here | have added two widgets — =me wrw- ramon

Distribution of Methods 15m

Query: operationName=* | groupBy(operationName)

— Distribution of Methods ( Y

 As Pie Chart

~
@ player-get-long-room-descr... 33.3% 18 cave-login 5.6% 3
player-move 18.5% 10 player-dig-room 1.9% 1 ® cave-logout 3.7% 2
player-get-short-room-des... 14.8% 8 @ player-update-room 3.7% 2
plaver-oet-messace-list 7.4% 4 @ plaver-add-messane 3.7% 2 hd
ResponseTime Distribution 5m / buckets: 3s
— Response time distribution :
1.8
1.6
* As TimeChart
S IimecChnar
1
0.2 I
06 I
0.4 |
02 |
B |
11:11 1M:11:300 1112 1112300 1113 11113300 1114 11:14:300 1115 11:15:30
1 o0 2 3 ® 4

CS@AU Henrik Baerbak Christensen 30
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Swarm

More fiddling ®



/v The IngestToken
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« Easy to use an environment variable on a single node
* For swarm it is a bit more tricky:

environment

Add environment variables. You can use either an array or a dictionary. Any boolean values (true, false, yes, no) need to
be enclosed in quotes to ensure they are not converted to True or False by the YML parser.

Environment variables with only a key are resolved to their values on the machine Compose is running Gn,lwhl'ch can be

helpful for secret or host-specific values.

« Alas, you have to set it on each machine in swarm ®

To make Environment variables persistent you need to define those variables in the bash
configuration files. In most Linux distributions when you start a new session, environment
variables are read from the following files:

e /etc/environment - Use this file to set up system-wide environment variables. Variables

Fiddling ®

In this Tile are set in the following format:

$ FOO=bar
8 VAR_TEST="Test Var"

CS@AU L 32



/v And the compose-file
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« ... and then you have to adopt your compose file to set
the same properties as for the ‘docker run’ but now in
YAML format...

docker run -d -p 7777:7777 \
--log-driver=splunk \|
--log-opt splunk-url=http://localhost:8080 \
--log-opt splunk-token=$INGEST TOKEN
--log-opt splunk-format=raw \

¢ \J()t)fs (j()r]fa_ . henrikbaerbak/private:cave-jar

{
« Alternative: S
. ) ) options:
— Expose your ingest token directly in splunk-url: "http://mi-

the compose file. Hm hm...

CS@AU Henrik Baerbak Christensen 33



/v Summary
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* Log aggregation is a powerful tool
« Humio has a (comparable) gentle learning curve

« Quite a lot of moving parts still ©...



